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1
Decision/action requested

It is suggested to approve this conclusion for KI#5
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Rationale

Given the already defined functionality for overload control in TS 23.501 clause 5.19 and network performance analytics provided by NWDAF as specified in TS 23.288 clause 6.6 the 5G system already provides several ways to act against DDoS attacks. The already defined mechanisms makes it possible to configure an operator chosen combination of already existing mechanisms to take effective actions against DDoS attacks. CIoT UEs are no different from any other UE and therefore existing mechanisms should be enough to both take preventative actions and handle DDoS attacks.
4
Detailed proposal

***** Start of Change *****
7.X
Key Issue 5: gNB Protection from CIoT DoS attack
It is recommended to rely on already defined functionality for overload control in TS 23.501 clause 5.19 and network performance analytics provided by NWDAF as specified in TS 23.288 clause 6.6 to address the potential security requirements for this key issue.

Therefore, no normative work is needed to address KI#5.

***** End of Change *****
